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PENETRATION TESTING / VULNERABILITY SCANNING REQUEST FORM
Background
In order to perform vulnerability testing and/or penetration testing against PPO you need to complete and sign this form and send it to our support team. We in turn need to obtain permission from Amazon Web Services who are our hosting provider in order for the test to take place. If the testing is approved we will respond with written confirmation that the test can go ahead.  Please do not proceed with the test until you have received this confirmation from us.
Restrictions
We do not put any specific restrictions on the manner in which the tests are performed or the tools that you may use.  The only restriction is that you may not in any way perform a Denial of Service attack. Protocol flooding (e.g. SYN flooding, ICMP flooding, UDP flooding) and Resource request flooding (e.g. HTTP request flooding, Login request flooding, API request flooding) are specifically prohibited.
If at any time during the course of the test we determine that the test is impacting on the availability or performance of our systems we will notify the contact person provided and you will immediately cease testing.
Your testing must be restricted to the target address and path specified under the test details below.  You can therefore test against www.ppolive.com/companyA (the target address specified below) but not against www.ppolive.com/companyB.  You may also test against the root path i.e. www.ppolive.com
Customer details	
	Information required
	Detail

	Company name:
	

	Responsible contact person:
	

	Responsible contact e-mail address:
	

	Responsible contact phone number:
	





Testing team details
	Information required
	Detail

	Contact person name:
	

	Contact person e-mail address:
	

	Contact person phone number:
	

	Alternative emergency contact e-mail address:
	

	Alternative emergency contact number:
	



Test details
	Information required
	Detail

	Target address e.g. www.ppolive.com/acme
	

	Date of test:
	YYYY-MM-DD

	[bookmark: _GoBack]Start time (note that the time is in UTC):
	HH:MM:SS UTC

	End time:
	HH:MM:SS UTC

	Source IP address/es:
	

	Who owns the source IP address/es?
	

	Where are the IP addresses located?
	

	Expected peak bandwidth (Mbps):
	

	Expected peak requests per second:
	

	Will you be performing DNS Zone Walking? If Yes, provide the expected peak queries per second.
	

	Do you have a mechanism to immediately stop traffic if any issues are encountered?
	



I, _________________________________ hereby confirm that I agree to the restrictions outlined above and that the information provided is accurate.

Position: _______________________________	Signature: _________________________________

Date: ________________

Please return the completed, signed form to support@go2ppo.com
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